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The Honorable Julianne M. Bowler Q
Secretary, Northeastern Zone Q
Commissioner of Insurance ‘%

The Commonwealth of Massachusetts Q

Office of Consumer Affairs and Business Regu@

Division of Insurance

One South Station ‘%

Boston, Massachusetts 02110-2208 Q

Dear Commissioner Bowler:

Pursuant to your instructions and in accordance with Massachusetts General Laws,
Chapter 175 § 4, a full ensive examination has been made of the market conduct

§ SAFETY INSURANCE COMPANY

affairs of

at its ice located at 20 Custom House Street, Boston, Massachusetts 02110. The

f report thereon is respectfully submitted.
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SCOPE OF EXAMINATION

The Massachusetts Division of Insurance (hereinafter “Division”) conducted a
comprehensive market conduct examination of Safety Insurance Company (hereinafter “Safety” or
“Company”) for the period January 1, 2003 through June 30, 2004. The examination was called
pursuant to authority in Massachusetts General Laws Chapter 175 8 4. The current market conduct
examination was conducted at the direction of, and under the overall management and control of,
the market conduct examination staff of the Division. Representatives from the firm of Eide Bailly,
LLP (hereinafter “Eide”) were engaged to complete certain agreed-upon procedures. %

EXAMINATION APPROACH

A tailored audit approach was developed to perform the examination of Sa
guidance and standards of the National Association of Insurance Commissioners
Examiners Handbook (hereinafter “Handbook”), the market conduct examination
Division, and the Commonwealth of Massachusetts insurance laws, regu r%‘
procedures were performed under the management and control of the )%90 d
staff of the Division. The following describes the procedures perfc&% t

andards of the
d bulletins. All
uct examination
he findings for the
workplan steps thereon.

The basic business areas that were reviewed in under this i ;IOI’] were:

I.  Company Operations/Management
Il.  Complaint Handling

1. Marketing and Sales ‘% :

IV. Producer Licensing

V. Policyholder Service (&"\Q
VI.

Underwriting and Rating
VII. Claims

In addition to the pr and procedures’ guidance in the Handbook, the examination
included a review of th y’s policies and procedures regarding compliance with 18 U.S.C.
8§ 1033 and 1034 a s an assessment of the Company’s internal control environment. While
the Handbook ap ects individual incidents of deficiencies through transaction testing, the

with applieable faws, regulations and bulletins related to market conduct activities.

Q controls assessment process is comprised of three significant steps: (a) identifying
+(b) determining if the control has been reasonably designed to accomplish its intended
purpese in mitigating risk (i.e., a qualitative assessment of the controls); and (c) verifying that the
control is functioning as intended (i.e., the actual testing of the controls). For areas in which
controls reliance was established, sample sizes for transaction testing were accordingly adjusted.
The form of this report is “Report by Test,” as described in Chapter VI A. of the Handbook.

All systems and personnel of the Company are shared with its wholly owned subsidiary,
Safety Indemnity Insurance Company. Therefore, the control environment, systems environment
and policies and procedures are shared amongst these entities. We conducted our testing on the
overall operating environment while maintaining an understanding of each company within the
overall organization.



EXECUTIVE SUMMARY

The comprehensive examination was conducted subsequent to the financial examination
performed by the Division on Safety. The financial examination performed limited compliance
testing since the market conduct examination was also being conducted.

This summary of the examination is intended to provide a high-level overview of the
reported results of the examination. The body of the report provides details of the scope of the
examination, tests conducted, findings and conclusions, recommendations and subsequent
Company actions. Managerial or supervisory personnel from each functional area of the Company

should review report results relating to their specific area. %
t of the

The Division considers a substantive issue as one in which corrective action on-par
Company is deemed advisable, or one in which a “finding”, or violation of Massachuse rance
laws, regulations or bulletins was found to have occurred. When applicable, cor ! action

should be taken by the Company for any finding contained herein. Any correcti tion requires
agreement of both the Company and the Division prior to implementation.

All Massachusetts insurance laws, regulations and bulletins ci this report may be
viewed on the Division’s website at www.state.ma.us/doi. Q

ng with related

The following is a summary of all substantive issues f ,
nsymade, as part, of the

recommendations and, if applicable, subsequent Company
comprehensive market conduct examination of Safety.

SECTION | — COMPANY OPERATIONS / MANAG?M%

on new employees, but no su s in place for existing employees.

Standard 1-3

Finding(s): The Company h?%:}%;res in place to perform criminal background checks
h proces

Observation(s): Eide no mompany does not ensure criminal background checks are

performed on exisis g loyees.
Recommendation(s):¥Eide recommends that the Company conduct criminal background
checks for.dll,ctirent and prospective employees.

SECTION 11 AINT HANDLING

ﬁ%ﬂgrd 11-4

nding(s): Based on our review, we found that the Company has adequate procedures,
documentation and record retention to comply with M.G.L. c. 176 § 3(10). However, we
found that in eight cases, the Company’s response time to the Division exceeded the 14
days required by the Division’s correspondence. In all cases, the Company had not
requested additional time to respond. The Company’s policies and procedures require a
seven day response time to all inquiries which would ensure compliance with all Division
requests.

Observation(s): The Company did not request extensions of time from the Division for
delayed responses.


http://www.state.ma.us/doi

Recommendation(s): We recommend that the Company review complaint handling
procedures to ensure that the Company timely responds to the Division’s request. We also
recommend adherence to the time standards outlined in the Company’s complaint handling
procedures.

SECTION Il - MARKETING AND SALES

Standard 111-1

Finding(s): The Company requires advertising to be submitted for prior approval and also
requires a copy of the advertisement to be submitted with the bill at the time of r t for

reimbursement. However, after a request for reimbursement has been s itted,” the
Company does not confirm that the advertising was previously approved. ,é

Observation(s): The results of our testing showed that advertising %s materials
comply with Massachusetts M.G.L. c. 176D, § 3. The Compa website disclosure
complies with the requirements of Division of Insurance Bulletin’2001-02.

Recommendation(s): The Company should ensure that rej :rse)nent of advertising is for
prior approved advertising only.

Standard 111-3 Q t

Finding(s): The Company allows prod e&g be reimbursed for joint marketing efforts
up to .002 of direct written premium ced by the producer. The Company does not
have this policy included in the ag eement or any other written agreements, it is an

oral agreement. The Compa inimal documentation on policies and procedures
surrounding the marketing fuaction.

Observation(s): The Comp communications to producers on its website appear to be
accurate and reason

Recommendati he Company should ensure that all key aspects of the agency
agreement including reimbursement of advertising are documented in writing.
U

SECTION |V® CER LICENSING

<

ndard 1V-1

inding(s): The Company reconciles its producer information based upon the lists
provided from the Division. The Company's list also included duplicate information where
buyouts, name changes or consolidations had occurred. This made reconciliation of the
Division information to the Company information difficult.

Observation(s): Based on the results of our testing new and renewal business written,
Eide noted no violations of M.G.L. c. 175, 88 162l and 162S as all sales were produced by
properly licensed producers.



Recommendation(s): Eide recommends that the Company utilize an identifier, such as
license number, that would allow the Company to reconcile to the Division records on a
common field rather than by name of agency.

Standard 1V-3

Finding(s): The results of our testing showed that the Company was not notifying the
Division when producers are terminated as required by M.G.L. c. 175, § 162T. See also
Standard 1V-5 concerning failure to report cause of terminations when termination is “for

cause )&
Observation(s): None.

Recommendation(s): Eide recommends that the Company reconc“éte\m)ﬂnated

producer records with the Division’s records as of a date certain and t inte to notify
the Division of all terminated producers as required by law.

Standard V-5 §)

Finding(s): Based on the testing noted above, the C Q internal records adequately
document reasons for producer terminations. Non thesterminations tested was for cause
as defined in M.G.L. c. 175, § 162R. Howevek@ ss of whether the termination was

“for cause” or “not for cause”, the Compa S atter of practice, fails to notify the
Division as required by M.G.L. c. 175 § 16&
Observation(s): None.

»)

Recommendation(s): Eide rec N hat the Company adopt a policy and procedures to
notify the Division of all terminations including the reason for termination when the

termination is for cause.

SECTION VI - UNDERW D RATING

S

Standard {EQ
indi =:The results of our testing of new and renewed auto policies indicated discounts

given for anti-theft devices without documentation on one occasion out of the
olicies tested. Two out of the 5 applicable new and renewal homeowner policies
ived discounts and/or surcharges without any supporting documentation.

Observation(s): Eide inquired with management at the Company regarding homeowner
records retention policies for producers and found that producers were primarily
responsible for maintenance of the records supporting discounts provided on homeowners
policies.

Recommendation(s): The Company’s record retention rules should be examined to ensure
producers are keeping the requested information for the amount of time required by
Company policy to ensure that homeowner policies have proper support for discounts and
surcharges.




Standard VI1-14

Finding(s): One out of the 11 applicable auto policies received anti-theft discounts without
any documentation of the anti-theft devices. two out of the five applicable homeowners
polices did not have adequate documentation for discounts given.

Observation(s): Through examining available supporting documentation of discounts and
surcharges given, Eide believes that the Company is using information developed at or near
the inception of policy coverage. However, for three policies tested, there was inadequate
supporting documentation provided from the related producers to support whether the
information was timely relative to policy issuance. &

Recommendation(s): The Company’s record retention rules should be exam
producers are keeping the requested information for the amount of time
Company policy to ensure that auto and homeowner policies have @
discounts given.

Standard VI1-15 %Q)

Finding(s): One out of the 11 applicable auto policies4 Q anti-theft discounts without
any documentation of the anti-theft devices. Tw he five applicable homeowners
S

polices did not have adequate documentation for or surcharges given.

Observation(s): Through examining avall u orting documentation of discounts and
surcharges given, Eide believes that the y has procedures in place to ensure proper
documentation exists to support und deC|5|ons, however, in three of 70 files tested,

the documentation to support decisi e was not complete.
3

Recommendation(s): The Cﬁ%ﬂ should ensure policies and procedures surrounding
receiving and maintaining te documentation to support underwriting decisions are
adhered to by producers'of t ompany.

Standard VI-Q%
indi : e CAR audit issued in September of 2003 stated that 232 statistical errors

of the 6,989 statistical fields verified (3.3 % of the fields contained errors).
istical errors resulted in 43 rating discrepancies.

Based on the results of our review of CAR audits performed during the
camination period, it appears that the Company statistical error rate is higher than industry
average. The average statistical error rating of the 11 most previous CAR audited
companies is 1.7% while Safety’s error rating is 3.3%. It was noted that 28 of the 3 rating
errors are for low mileage discount. The Company began to verify these discounts when
the Registry of Motor Vehicles made the information available in January 2003.

Recommendation(s): The Company should ensure policies and procedures surrounding
receiving and maintaining adequate documentation to support underwriting decisions are
adhered to by producers of the Company.




COMPANY BACKGROUND

Safety Insurance Company and its wholly owned subsidiary, Safety Indemnity Insurance
Company, comprise the insurance operations of the Safety Group. The Safety Group is owned by
the Safety Insurance Group, Inc. which was established in October 2001 via a buyout by senior
management and private investors. In 2002, the Company underwent an initial public offering that
closed on November 27, 2002.

The Company commenced business in 1980 and operates solely in Massachusetts, offering
private passenger and commercial automobiles coverages, as well as homeowner, dwelling fire,
personal umbrella, business owners policy (“BOP”), commercial package and commercial u&lla
policies throughout the Commonwealth. The Company is currently the second largest writer o
private passenger auto in the Commonwealth of Massachusetts. ;\6\)

The operations are divided amongst the two insurers with Safety Insuranrhpany, as
the lead company, writing all the personal automobile coverage, standard commercial automobile
coverage, standard homeowners and dwelling fire coverage, all personal mercial umbrella
coverage, standard BOP, and standard commercial package coverage. surance Company
also writes commercial and personal automobile business for the Co alth Automobile
Reinsurers (CAR), the Commonwealth’s assigned risk pool. Safe emnity Company writes the
preferred commercial automobile, homeowners, dwelling fire, commercial package book.
These two companies share risks through a pooling agreemefit:\whereby Safety Insurance
Company’s participation is 95% and the remaining 5% is %‘(ndemnity Company’s
participation.

The largest line of business for the Compan is;frivate passenger auto. The Division
mandates rates for private passenger auto and.has €stablished rate increases of 2.7% and 2.5% for
2003 and 2004 respectively. The Compa wed to deviate from mandated rates through safe

driver and group discounts.

The private passenger auto et'in Massachusetts is highly regulated, characterized by
mandatory coverage minimums, Ui rates set by the Division, a requirement for carriers to
accept all risks, and uniform s. Rate deviations are allowed via discounts to affinity
groups as approved by th isien. Further, individual risks as determined by the carriers can be
ceded to CAR. All lic to carriers are also required to participate in the CAR reinsurance
facility. Each Iice% carrier is allocated a share of the CAR pooled operating results and

accumulated defi roportion to each carrier’s market share in the voluntary market.

The Sﬁ‘& iver Insurance Plan (SDIP) is a program mandated by state law that encourages
safe driving. The Company did not file for a SDIP deviation in 2004 as it had done in prior years.

fers discounts between 3% and 5% to 195 affinity groups which accounts for 13% of the

g@e Company offers a private passenger Group Automobile Program, for approved groups.
afety o
private passenger policies issued by the Company.



The Company’s top five lines of business for direct written premium during 2003 are shown in

Table 1;

TABLE 1:

. . Percent

Line of Business Safety Insurance of Total
Private Passenger Auto $ 292,290,000 56%
Auto Physical Damage 179,910,000 35%
Commercial Auto 23,471,000 4%
Homeowners 13,238,000 3%
Commercial Multi Peril 3,807,000 1% %
Other 3,698,000 1% /\)
Total Direct Business $ 516,414,000 10@

Table 1 shows that the Company is primarily a personal lines wri

insurance and homeowners multi peril. The Company has

O
oclsing on auto
500 ficensed independent

approximate

producers who distribute the various products throughout the Com
producers has been relatively stable over the examination period.
standardized agency contract to establish the business relation

. The number of
pany utilizes a
producers and has an

automatic renewal with the producers so that the arrangem
the parties.

@petual until cancelled by one of

The key objectives of this examination were%lr ned by the Division utilizing the
t

Handbook. The remainder of this report outlines
defined by the Handbook.

10

e testing and results by each major risk area



l. COMPANY OPERATIONS/MANAGEMENT

Evaluation of the Standards in this business area is based on (a) an assessment of the Company’s
internal control environment, policies and procedures, (b) the Company’s response to various
information requests, and (c) a review of several types of files at the Company.

Standard I-1. The company has an up-to-date, valid internal, or external, audit program.

Objective: This Standard is concerned with whether there is an audit program function that
provides meaningful information to management.

Controls Assessment: The following key observations were noted in conjunction M‘&\&X&ew of

this Standard: Q Y
= The Company has an internal audit function and is also audited annually n independent
accounting firm.

= The Company responds to internal and external audit recomr%%iﬁns to correct, modify

and implement procedures.

= The Company has adopted procedures to screen and che
statistical producer, CAR. Participation in CAR i
private passenger automobile insurance in Massa

s The Company also submits data to Automobi
bureau that represents the insurance industQ
Insurance.

= The Company utilizes tip sheets aS@ ication tool between claims and underwriting

data submitted to the Company's
mandatory for all insurers writing

reérs Bureau (“AIB”). AIB is a rating
hearings before the Commissioner of

to ensure suspicious activity is co ed to all affected parties within the Company.

corroborating inquiry appear to iently reliable to be considered in determining the extent of

Controls Reliance: Controls test fl&ocumentation inspection, procedure observation and/or
s%ﬁ
transaction testing procedure

Transaction Testing P © Due to the nature of this Standard, no transaction testing was
performed.
Transaction Testi ults: Not applicable.

Recommendation(s): None.

ﬁ%@ I-2. The company has appropriate controls, safeguards and procedures for

protecting the integrity of computer information.

Reviewed work performed by Division financial examination team and found adequate coverage.
All required activity for this Standard was included in the scope of the statutory financial
examination of the Company.

11



Standard 1-3. The company has antifraud initiatives in place that are reasonably calculated
to detect, prosecute, and prevent fraudulent insurance acts.

General, 18 U.S.C. § 1033; Division of Insurance Bulletins 98-11 and 2001-14.

Objective: This Standard is concerned with whether the Company has an antifraud plan that is
adequate, up-to-date and in compliance with applicable statutes and is implemented appropriately.

Pursuant to 18 U.S.C. § 1033 of the Violent Crime Control and Law Enforcement Act of 1994, it is
a criminal offense for anyone “engaged in the business of insurance” to willfully pefmit a
“prohibited person” to conduct insurance activity without written consent of the primary Mi%]ce
regulator. A “prohibited person” is an individual who has been convicted of any fel involving
dishonesty or a breach of trust or certain other offenses and who willfully engages.in the*bUsiness
of insurance as defined in the Act. In accordance with Division of Insurance s 98-11 and

2001-14, any entity conducting insurance activity in Massachusetts has the. responsibility of
notifying the Division, in writing, of all employees and producers who are affected by this law.
Those individuals may either apply for an exemption from the law, or must cease and desist from
their engagement in the business of insurance. %

Controls Assessment: The following key observations were n@n:onjunction with the review of
this Standard:

= The Company has a written antifraud plan. Q
= The Company has a Special Investigative% IU”) dedicated to the prevention and
handling of fraudulent activities.

= The SIU holds periodic meetings with-representatives from various departments at the

Company including those in clai nternal audit, underwriting, sales and customer
service.

= Potential fraud activity is t (ﬁ&by the SIU and investigated with the assistance of other
departments as necessar S%mctivity is reported to the regulators as necessary.

= The SIU utilizes tip@:reated by the claims and underwriting departments to ensure
that suspicious a is1ogged and investigated.

= The Company does not perform criminal and financial background checks on producers, or
require evi % the producer’s E&O, prior to contracting with them and appointing
them as %rs.

= The completes background checks for new employees.

= The C ny’s policy is to not employ a “prohibited person” by utilizing background

s as part of the hiring process.

C eliance: Controls tested via documentation inspection, procedure observation and/or
corrgborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure: Eide interviewed individuals with responsibility for ensuring the
Company does not employ prohibited persons as defined in 18 U.S.C. 8 1033 and reviewed
procedures followed by the Company to ensure compliance.

12




Transaction Testing Results:

Finding(s): The Company has procedures in place to perform criminal background checks
on new employees, but no such process in place for existing employees of the Company.

Observation(s): Eide noted the Company does not ensure criminal background checks are
performed on existing employees of the Company.

Recommendation(s): Eide recommends that the Company conduct criminal background ch)eo&)r

all current and prospective employees.
* * * *  * ;x)

Standard 1-4. The company has a valid disaster recovery plan. \

Reviewed work performed by Division financial examination team an %dequate coverage.
All required activity for this Standard was included in the sco;% statutory financial

examination of the Company. Q
* * * * * Q

Standard 1-5. The company is adequately monitori e‘activities of the Managing General
Agents (MGAS).

No work performed. Company does not utilize%és; therefore this standard is not applicable to

this examination.
*\ * *  *

Standard 1-6. Company contra with MGAs comply with applicable statutes, rules and
regulations.

No work performed. The % does not utilize MGAs; therefore this standard is not applicable
to this examination.

* * * * *

Standard |- rds are adequate, accessible, consistent and orderly and comply with
record retenti quirements.
%@his Standard is concerned with the organization, legibility and structure of files, as

ermining if the Company is in compliance with its record retention requirements. The
objective of this Standard was included for review in each Standard where such policy or procedure
for the retention of records exists or should exist.

Controls Assessment: The Company’s home office record retention policies are described for each
Standard, as applicable. In addition, Company policy requires that its producers keep complete
records and accounts of all insurance transactions. The Company’s standard producer contract
requires insurance records and accounts be kept current and identifiable. The Company’s standard
producer contract also maintains the Company’s right to examine producers’ accounts and records
of all insurance transactions for as long as the Company deems reasonable including a reasonable
time after the termination of a producer contract.

13



Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure: Eide performed various procedures throughout this examination
which related to review of documentation and record retention.

Transaction Testing Results: Such testing results are noted in the various examination areas and
include exceptions noted in the Executive Summary. %
eas “and

Recommendation(s): Such recommendations are noted in the various examination. ar
include exceptions noted in the Executive Summary.

O
* * * * *

General; M.G.L. c. 175, 8§88 32 and 47.

Reviewed work performed by Division financial examin and met with the Examiner in
Charge to discuss testing of Company compliance with t
the financial examination team. All required activit

the statutory financial examination of the Compa Q

is Standard was included in the scope of

Objective: This Standard is concerned i hether the Company is operating within the
requirements of its Certificate of Authority.

Controls Assessment: The followi
this Standard:

s The Company adher
Certificate of Authotity:

key ‘@bservations were noted in conjunction with the review of

rating within the lines of business approved with its existing

Controls Reliance;

corroborating inqéir
transaction texr
T

Transa esting Procedure: Due to the nature of this Standard, no transaction testing was
perfo yond review of testing performed by the financial examination team.

Trgs;action Testing Results:

Finding(s): None.

Is tested via documentation inspection, procedure observation and/or
ppear to be sufficiently reliable to be considered in determining the extent of
edures.

14




Observation(s): Compliance was tested during the performance of the financial
examination.

Recommendation(s): None.

Standard 1-9. The company cooperates on a timely basis with examiners performing the
examinations.

General; M.G.L. c. 175, § 4.

Objective: This Standard is concerned with the Company’s cooperation durin %urse of the
exam. M.G.L. c. 175, § 4 sets forth the Commissioner’s authority to con examinations of an

insurer.
"5
Controls Reliance: Not applicable.

Transaction Testing Procedure: The Company’s I%hooperatlon and responsiveness to

examiner requests was assessed throughout the exal

Transaction Testing Results: ‘%

Finding(s): None.

Controls Assessment: Due to the nature of this Standard, no contr sessment was performed.

requests was excellent.

Observation(s): The ComQ ny’sslevel of cooperation and responsiveness to examiner

Recommendation(s): Non

information in connection with insurance transactions to minimize any improper

Standard 1-10. ‘Cojmpany has procedures for the collection, use and disclosure of
intrusion im’@ﬁvacy of applicants and policyholders.

Obje %ﬂ'ﬂs Standard is concerned with the Company’s policies and procedures to ensure it
m @o ivacy of consumer information.

C&Is Assessment: The following key observations were noted in conjunction with the review of
this Standard:

= Company policy allows for the sharing customer and personal information with affiliates.

= Company policy is to disclose information only as required or permitted by law to industry
regulators, law enforcement agencies, anti-fraud organizations, and third parties who assist
the Company in processing business transactions to its customers.

= Company policy requires a consumer privacy notice be provided to policyholders when a
policy is delivered. Annual disclosure notices also are provided to policyholders.

15




s The Company has stated that they have developed and implemented information
technology security practices to safeguard nonpublic personal information.

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure:  The examiners interviewed Company personnel with
responsibility for policyholder services and reviewed its privacy notice. The financial examination
team conducted a review of the privacy policies of the Company which provided additional comfort
to the market conduct examiners.

Transaction Testing Results: é\)
b
Finding(s): None. Q
t ;

Observation(s): Based upon our review of the Company’s priviﬁcz

, it appears that the
privacy of applicants
e with their policies and

Company’s privacy policy minimizes any improper intrusionti
and policyholders, and is disclosed to policyholders in a
procedures.

Recommendation(s): None. &;

* * *

procedures for the management of insurance information.

Standard 1-11. The company had develo@*nplemented written policies, standards and

The objective of this Standard was §6 for review in each Standard where such policy or
procedure for the management of. in e information exists or should exist.

* * * * *

Standard 1-12. The %ﬁ% has policies and procedures to protect the privacy of nonpublic
personal inform ing to its customers, former customers and consumers that are not

customers.

General; .Gramm-Leach-Bliley Act § 504 (a) and 16 CFR Part 313

his Standard is concerned with the Company’s policies and procedures to ensure it
s'privacy of consumer information.

Controls Assessment: The following key observations were noted in conjunction with the review of
this Standard:

= The Company’s policy is to comply with the Gramm-Leach-Bliley Act, § 504(a) and its
related rule 16 CFR Part 313 regarding privacy requirements of nonpublic personal
information.

= Company policy allows for the sharing customer and personal information with affiliates.

16




= Company policy is to disclose information only as required or permitted by law to industry
regulators, law enforcement agencies, anti-fraud organizations, and third parties who assist
the Company in processing business transactions to its customers.

= Company policy requires a consumer privacy notice be provided to policyholders when a
policy is delivered. Annual disclosure notices also are provided to policyholders.

s The Company has stated that they have developed and implemented information
technology security practices to safeguard nonpublic personal information.

corroborating inquiry appear to be sufficiently reliable to be considered in determining the nt of

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
transaction testing procedures. ‘&

responsibility for policyholder services and reviewed its privacy notice. The fi | €xamination
team conducted a review of the privacy policies of the Company which pro d tional comfort

to the market conduct examiners. Q)

Transaction Testing Results: Q
Finding(s): None.
Observation(s): Based upon our review of the %b S privacy notice, it appears that the

Company’s privacy policy minimizes any i ntrusion into the privacy of customers,
former customers and consumers that ar; noticustomers, and is disclosed to policyholders

Transaction Testing Procedure: The examiners interviewed Company;j eI with

in accordance with their policies and p

Recommendation(s): None. &

Standard 1-13. The comp des privacy notices to its customers and, if applicable, to
its consumers who are mers regarding treatment of nonpublic personal financial
information.

General; Gramm@c -Bliley Act § 504 (a) and 16 CFR Part 313

Obijective: ‘I%andard is concerned with the Company’s policies and procedures to ensure it
provide@ rs proper notification of privacy information.

Contrals Assessment: The following key observations were noted in conjunction with the review of
t andard:
The Company’s policy is to comply with the Gramm-Leach-Bliley Act, § 504(a) and its
related rule 16 CFR Part 313 regarding privacy requirements of nonpublic personal
information.
= Company policy allows for the sharing customer and personal information with affiliates.

= Company policy is to disclose information only as required or permitted by law to industry
regulators, law enforcement agencies, anti-fraud organizations, and third parties who assist
the Company in processing business transactions to its customers.

= Company policy requires a consumer privacy notice be provided to policyholders when a
policy is delivered. Annual disclosure notices also are provided to policyholders.

17




s The Company has stated that they have developed and implemented information
technology security practices to safeguard nonpublic personal information.

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure:  The examiners interviewed Company personnel with
responsibility for policyholder services and reviewed its privacy notice. The financial examination
team conducted a review of the privacy policies of the Company which provided additional comfort
to the market conduct examiners.

Transaction Testing Results: é\)

Y
Finding(s): None. Q
Observation(s): Based upon our review of the Company’s pri ice and discussion
with Company personnel, it appears that the Company dis rivacy information to

policyholders in accordance with their policies and proce

Recommendation(s): None. %2
* * *

tio?fsubject to an opt out right, the company
blic personal financial information will not
tomer has opted out, and the company provides
ted consumers.

Standard 1-14. If the company discloses infor
has policies and procedures in place so th
be disclosed when a consumer who is not

opt out notices to its customers and?ﬁ
General; Gramm-Leach-Bliley W (a) and 16 CFR Part 313

Objective: This Standard i ned with the Company’s policies and procedures to provide
consumers with an opt ou@a ired in the Gramm Leach Bliley Act.

Controls Assessmef ollowing key observations were noted in conjunction with the review of
this Standard:

s The @ny’s policy is to comply with the Gramm-Leach-Bliley Act, § 504(a) and its
related rule 16 CFR Part 313 regarding privacy requirements of nonpublic personal
'%ﬁaﬁon.

pany policy allows for the sharing customer and personal information with affiliates.

Company policy is to disclose information only as required or permitted by law to industry
regulators, law enforcement agencies, anti-fraud organizations, and third parties who assist
the Company in processing business transactions to its customers.

= Company policy requires a consumer privacy notice be provided to policyholders when a
policy is delivered. Annual disclosure notices also are provided to policyholders.

s The Company has stated that they have developed and implemented information
technology security practices to safeguard nonpublic personal information.
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Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure:  The examiners interviewed Company personnel with
responsibility for policyholder services and reviewed its privacy notice. The financial examination
team conducted a review of the privacy policies of the Company which provided additional comfort
to the market conduct examiners.

Transaction Testing Results: %
d

Finding(s): None.
Observation(s): Based upon our review of the Company’s privacy noti % iscussion
with Company personnel, it appears that the Company does not Ero formation to

business partners or other third parties and therefore is not requi rovide an opt out
option.

Recommendation(s): None. 0:)

* * * * *

Standard 1-15. The company’s collection, use and -disc Sure of nonpublic personal financial
information are in compliance with applicable st s;srules and regulations.

General; Gramm-Leach-Bliley Act § 504 (a CFR Part 313
Objective: This Standard is concern nsuring the Company’s policies and procedures
regarding nonpublic personal financial information are in compliance with applicable statutes.

Controls Assessment: The follo
this Standard:

= The Company’
related rule %
informati

= Comp liey allows for the sharing customer and personal information with affiliates.

" Com'pSQ% olicy is to disclose information only as required or permitted by law to industry
ators, law enforcement agencies, anti-fraud organizations, and third parties who assist

I
d(f%mpany in processing business transactions to its customers.

mpany policy requires a consumer privacy notice be provided to policyholders when a
policy is delivered. Annual disclosure notices also are provided to policyholders.

s The Company has stated that they have developed and implemented information
technology security practices to safeguard nonpublic personal information.

ey observations were noted in conjunction with the review of

s to comply with the Gramm-Leach-Bliley Act, § 504(a) and its
Part 313 regarding privacy requirements of nonpublic personal

Controls Reliance: Controls tested via documentation inspection, procedure observation and/or
corroborating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.
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Transaction Testing Procedure:  The examiners interviewed Company personnel with
responsibility for policyholder services and reviewed its privacy notice. The financial examination
team conducted a review of the privacy policies of the Company which provided additional comfort
to the market conduct examiners.

Transaction Testing Results:

Finding(s): None.

Observation(s): Based upon our review of the Company’s privacy notice and disctission

with Company personnel, it appears that the Company’s policies and p ures are
adequate to protect nonpublic personal financial information.
Y
Recommendation(s): None. 0

* * * * * E )

Standard 1-16. In states promulgating the health informatio@%on of the NAIC model
regulation, or providing equivalent protection through oth ntially similar laws under
the jurisdiction of the Department of Insurance, the company has policies and procedures in
place so that nonpublic personal health information e disclosed except as permitted
by law, unless a customer or a consumer who is not%o er has authorized the disclosure.

Objective: This Standard is concerned wi

uring the Company’s policies and procedures
regarding nonpublic personal health info

are in compliance with applicable statutes.

Controls Assessment: The following (&b ervations were noted in conjunction with the review of
this Standard:
= Company policy allows sharing customer and personal information with affiliates.

= Company policy is ose information only as required or permitted by law to industry
regulators, law.en ent agencies, anti-fraud organizations, and third parties who assist
the Company. it pracessing business transactions to its customers.
=  Compan %y requires a consumer privacy notice be provided to policyholders when a
polic ivered. Annual disclosure notices also are provided to policyholders.
= The &\w any has stated that they have developed and implemented information
ology security practices to safeguard nonpublic personal information.

Qeliance: Controls tested via documentation inspection, procedure observation and/or
cor rating inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaction testing procedures.

Transaction Testing Procedure:  The examiners interviewed Company personnel with
responsibility for policyholder services and reviewed its privacy notice. The financial examination
team conducted a review of the privacy policies of the Company which provided additional comfort
to the market conduct examiners.
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Transaction Testing Results:

Finding(s): None.
Observation(s): Based upon our review of the Company’s privacy notice and discussion

with Company personnel, it appears that the Company’s policies and procedures are
adequate to protect nonpublic personal health information.

Recommendation(s): None.
* * * * * %

Standard 1-17. Each licensee shall implement a comprehensive written inf@é\l}; security

program for the protection of nonpublic customer information.

General; Gramm-Leach-Bliley Act § 504 (a) and 16 CFR Part 313

% y has written policies and
Controls Assessment: The following key observations w n conjunction with the review of
this Standard:

s The Company’s policy is to comply with m-Leach-Bliley Act, § 504(a) and its
related rule 16 CFR Part 313 regardi ivacy requirements of nonpublic personal

Objective: This Standard is concerned with ensuring the Co
procedures regarding the protection of nonpublic customer info

information.

p
= Company has written policies a res in place for security of nonpublic customer

and consumer information.
= Company policy allows for, the sharing customer and personal information with affiliates.

s Company policy is to di ormation only as required or permitted by law to industry
regulators, law enfor encies, anti-fraud organizations, and third parties who assist
the Company in preees usiness transactions to its customers.

S a consumer privacy notice be provided to policyholders when a

= Company poligy
policy is d nnual disclosure notices also are provided to policyholders.

= The Co has stated that they have developed and implemented information
tech urity practices to safeguard nonpublic personal information.

Control iance: Controls tested via documentation inspection, procedure observation and/or
Ccorro | inquiry appear to be sufficiently reliable to be considered in determining the extent of
transaetion testing procedures.

Transaction Testing Procedure:  The examiners interviewed Company personnel with
responsibility for policyholder services and reviewed its privacy notice. The financial examination
team conducted a review of the privacy policies of the Company which provided additional comfort
to the market conduct examiners.
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Transaction Testing Results:

Finding(s): None.

Observation(s): Based upon our review of the Company’s privacy notice written
documentation, it appears that the Company’s policies and procedures for the protection of
nonpublic customer and consumer information are documented and adequate.

Recommendation(s): None.
* * * * * &
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1. COMPLAINT HANDLING

Evaluation of the Standards in this business area is based on (a) an assessment of the Company’s
internal control environment, policies and procedures, (b) the Company’s response to various
information requests, and (c) a review of several types of files at the Company.

Standard 11-1. All complaints are recorded in the required format on the company complaint
register.

General; M.G.L. c. 176D, § 3(10).

Objective: This Standard addresses whether the Company formally tracks comp% grievances
as required by statute. Pursuant to M.G.L. ¢. 176D, § 3(10), an insurer is Eeq ed'to maintain a

complete record of all complaints received. The record must indic total number of
complaints, the classification of each complaint by line of insurance, t of each complaint,
the disposition of each complaint and the time it took to process each int.

Controls Assessment: The following key observations were conjunction with the review

of this Standard:
= Written policies and procedures govern the cor%%dling process.

= All complaints are recorded in a consistent q in‘the complaint log.
= The Company’s definition of complaint iSssimilar to the statutory requirement.

= Company has a centralized function=for. receipt and processing of complaints to ensure
consistency in handling and documentation.

Controls Reliance: Controls, t via documentation inspection, procedure observation
and/or corroborating inquiry@{ be sufficiently reliable to be considered in determining the
es.

extent of transaction testin

Transaction Testing Procee E% Eide obtained complete complaint listings from the Company and
the Division for the@xamination period. We compared to two listings to ensure completeness and
found that the Division and the Company had logged 151 complaints made to the Division during

this period. We ed all complaints received by the Division 